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can be minimized through security awareness training of the user population or more active means 
such as turnstiles. In very high security applications this risk is minimized by using a sally port, 
sometimes called a security vestibule or mantrap where operator intervention is required 
presumably to assure valid identification.[citation needed] 
The second most common risk is from levering the door open. This is surprisingly simple and 
effective on most doors. The lever could be as small as a screw driver or big as a crow bar. Fully 
implemented access control systems include forced door monitoring alarms. These vary in 
effectiveness usually failing from high false positive alarms, poor database configuration, or lack of 
active intrusion monitoring. 
 
Similar to levering is crashing through cheap partition walls. In shared tenant spaces the divisional 
wall is vulnerability. Along the same lines is breaking sidelights. Spoofing locking hardware is fairly 
simple and more elegant than levering. A strong magnet can operate the solenoid controlling bolts 
in electric locking hardware. Motor locks, more prevalent in Europe than in the US, are also 
susceptible to this attack using a donut shaped magnet. It is also possible to manipulate the power 
to the lock either by removing or adding current. 
 
Access cards themselves have proven vulnerable to sophisticated attacks. Enterprising hackers 
have built portable readers that capture the card number from a user’s proximity card. The hacker 
simply walks by the user, reads the card, and then presents the number to a reader securing the 
door. This is possible because card numbers are sent in the clear, no encryption being used. 
Finally, most electric locking hardware still have mechanical keys as a fail-over. Mechanical key 
locks are vulnerable to bumping 

Components of Access Control System 
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