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Coming down to more specifics - even though unanimity of opinion is still lacking over the definition 
of terrorism, common refrain in all understanding or analyses of terrorism, veers round to what is 
described as jihad or jihadi terrorism.  Jihad is a war or struggle against unbelievers and is waged 
by a number of groups owing allegiance to Islam.  This was proved most emphatically in the 26/11 
massacre at Mumbai (India).  Reputed international commentators have described it as the seminal 
event in the history of international terrorism and particularly in the history of global jihad.   
 

“It would be a gross error to treat the terrorism facing India — including the terrible recent 
atrocities — as simply a problem for New Delhi alone. In a very real sense, the outage in 
Bombay was fundamentally a species of global terrorism not merely because the assailants 
happened to believe in an obscurantist brand of Islam but, more importantly, because killing 
Indians turned out to be simply interchangeable with killing citizens of some fifteen different 
nationalities for no apparent reason whatsoever.”   

- Mr. Ashley J Tellis, Senior Associate, Carnegie Endowment of International Peace. 
(Indian Express – January 29, 2009) 

 
There is thus an imperative need to appreciate the precise nature of the threat which marks the 
major paradigm shift in the history and growth of terrorism.  One has to acknowledge this 
unambiguously. It is now global or universal jihad, which is a threat to all free world countries and it 
is a war that can be won only if we acknowledge that it is a war against humanity. Unless this is 
appreciated in the correct manner, the entire approach to handle terrorist threat could be faulted. 
Perhaps it is this lack of political will, to call a spade a spade is causing such enormous problem 
today in Pakistan which is at the receiving end from the Talibans.  Much of the problem in India also 
could be attributed to the lack of admission of reality and feeble attempts at taking cover in the 
name of functioning in a democratic form of government.  LeT is now the virtual substitute for Al-
Qaeda with Yemen as the latest base station.  The United States of America and UK have also 
been warned of 26/11-like acts of terror.  The problem there has become more complex because 
such threats are no longer posed by non-state actors from outside but are also from home-gown 
terrorists, a fast emerging phenomenon.  Female participation in jihad adds a further and new 
dimension. “A significant development in women participation in the global jihad has been the 
dissemination of radical ideologies on-line”, writes Mia Bloom in a draft of her forthcoming book, 
“Bombshell: Women and Terror” (Time, February 1, 2010). 
 
Another major paradigm shift is in the technique of perpetrating acts of terrorism.  Apart from 
perfecting the art of suicidal Fedayeen attacks, there has been tremendous sophistication in the 
methodology being adopted by the terrorists.  There has also been substantial qualitative 
improvement in the profile of the terrorists involved, as revealed in the analysis of the character and 
antecedents of those involved in 9/11 or the series of terror attacks in India, involving educated and 
technically equipped youth representing the Student Islamic Movement of India (SIMI).  
 
Talking about the 9/11 group, Steve Coll, a Pulitzer Prize Winner, has said in an interview, “those 
guys were not nuclear physicists but they were well-educated, smart, determined, careful and willing 
to learn.” He further added that while AL Qaeda had thus been able to put together really talented 
people, Lashkar’s style of talent is more worrying. Some of the proselytizing networks have been 
able to recruit and radicalize scientists, doctors and other such talented people from here and there, 
as seen in 26/11. They can wreak a lot of havoc. (Steve Coll, Pulitzer Prize Winner, The Indian 
Express, New Delhi, January 26, 2010). 
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There has been a distinct trend in exploiting knowledge gathered from information technology, as 
seen in a spurt in the number of websites, which were earlier hosted for raising funds but now are 
being used for offering training and dissemination of ideology and other technical know-how.  
Steganography, that is, sending coded messages through pornographic pictures, was adopted in 
the December 13-attack on the Indian Parliament.  Threat of cyber-attack has indeed pushed the 
United States to plan for independent Cyber Command.  This is nothing but the real case of power 
of information technology, another paradigm shift!   
 
A new and vital paradigm shift in approach to tackle terrorism should, therefore, lie in spending 
more time and thought on preventing terrorism to grow or take roots and tackle it with a long term 
perspective and with societal participation. As it is said, security is business of all, for all and by all.  
That is why it is recommended that the corporate world should try to educate its employees in the 
matter of security concerns by way of encapsulating security doctrines in their corporate social 
responsibility (CSR) policy. Employees will then help build up the national resilience against all 
forms of security threats including terrorism.  
 
The paradigm shift in approach to tackling terrorism problem today really lies in the concept of 
public-private partnership. Countering terrorism is not just a job for the security and intelligence 
services. Yes, there is indeed an imperative need for improving infrastructure and intelligence 
gathering. The difference between victory and defeat has been rightly described as availability of 
good intelligence or the absence of it.  Such good intelligence could really come up and be built 
through the module of perfect public-private partnership.   Intelligence is the backbone of all political 
stability which can in other words be put as the by-product of good internal security mechanism.  
Modules of private-public partnership have been very successfully worked out in the UK through 
Project Argus and Project Griffin.   
 
Project Argus relates to “resilience planning”. “Responding to a growing concern amongst business 
for a need to be prepared in the face of terrorism and to bring vast public and private sector 
expertise together, London First has established a growing Business Security and Resilience 
Network since 9/11. The Network brings employers, police and government emergency planners 
together to share expertise and encourage co-ordination of business continuity activities across 
sectors.  Members are also linked up to London-wide fast-time incident alerts as well just launching 
a quarterly political and fraud intelligence briefing service.” 
 
Project Griffin deals with how police can take advantage of the bulk of private security force 
available in the country. It is a community outreach program institutionalizing cooperation between 
the police and private security agencies under three basic formats, within the overall scheme of 
Counterterrorism measures known as Preventing Extremism Together (PET). These modules are 
being implemented in many other countries.   
 
 It is, in this context, incumbent on the corporate world to undertake security audit and then 
undertake risk management study, not only to get the Return on Investment (RoM) but also to 
ensure what is popularly known as business continuity planning.   Diligent business continuity 
planning leads to saving of expenditure.   That will also lead to real convergence of both business 
interests and security interests.   If a forward-looking business entity spends money on 
modernization of its management technology and on methods of improving production technology, 
why cannot it also think in the present-day security ambience of spending money on modernization 
of security technology, investment of some money on research relating to security management?  
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proceeds to dial an international long distance or premium rate number, charging anything up to 
US$7-8 per minute. An international block is recommended to prevent this, but in the U.S. and 
Canada, calls to the Caribbean (except Haiti) can be dialed with a "1" and a three-digit area code, 
so such numbers, as well as "10-10 dial-round" phone company prefixes, can circumvent an 
international block. 

Phishing 
"Phishing" is the act of attempting to fraudulently acquire sensitive information, such as passwords 
and credit card details, by masquerading as a trustworthy person or business with a real need for 
such information in a seemingly official electronic notification or message (most often an email, or 
an instant message). It is a form of social engineering attack. 
 
The term was coined in the mid-1990s by crackers attempting to steal AOL accounts. An attacker 
would pose as an AOL staff member and send an instant message to a potential victim. The 
message would ask the victim to reveal his or her password, for instance to "verify your account" or 
to "confirm billing information". Once the victim gave over the password, the attacker could access 
the victim's account and use it for criminal purposes, such as spamming. Phishing has been widely 
used by fraudsters using spam messages masquerading as large banks (Citibank, Bank of 
America) or PayPal. These fraudsters can copy the code and graphics from legitimate websites and 
use them on their own sites to create legitimate-looking scam web pages.  
 
They can also link to the graphics on the legitimate sites to use on their own scam site. These 
pages are so well done that most people cannot tell that they have navigated to a scam site. 
Fraudsters will also put the text of a link to a legitimate site in an e-mail but use the source code to 
links to own fake site. This can be revealed by using the "view source" feature in the e-mail 
application to look at the destination of the link or putting the cursor over the link and looking at the 
code in the status bar of the browser. Although many people don't fall for it, the small percentage of 
people that do fall for it, multiplied by the sheer numbers of spam messages sent, presents the 
fraudster with a substantial incentive to keep doing it. 

Pharming 
Pharming is the exploitation of vulnerability in the DNS server software that allows a hacker to 
acquire the domain name for a site, and to redirect that website's traffic to another web site. DNS 
servers are the machines responsible for resolving internet names into their real addresses - the 
"signposts" of the internet. 
 
If the web site receiving the traffic is a fake web site, such as a copy of a bank's website, it can be 
used to "phish" or steal a computer user's passwords, PIN or account number. Note that this is only 
possible when the original site was not SSL protected, or when the user is ignoring warnings about 
invalid server certificates. 
 
For example, in January 2005, the domain name for a large New York ISP, Panix, was hijacked to a 
site in Australia. In 2004 a German teenager hijacked the eBay.de domain name. 
Secure e-mail provider Hushmail was also caught by this attack on 24th of April 2005 when the 
attacker rang up the domain registrar and gained enough information to redirect users to a defaced 
webpage. 
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Auction and retail schemes online 
Fraudsters launch auctions on eBay or TradeMe with very low prices and no reservations especially 
for high priced items like watches, computers or high value collectibles. They received payment but 
never deliver, or deliver an item that is less valuable than the one offered, such as counterfeit, 
refurbished or used. Some fraudsters also create complete ‘web stores’ that appear to be legitimate, 
but they never deliver the goods. In some cases, some stores or auctioneers are legitimate but 
eventually they stopped shipping after cashing the customers' payments. 
 
Sometimes fraudsters will combine phishing to hijacking legitimate member accounts on eBay, 
typically with very high numbers of positive feedback, and then set up a phony online store. They 
received payment usually via check, money-order, cash or wire transfer but never deliver the goods; 
then they leave the poor, unknowing eBay member to sort out the mess. In this case the fraudster 
collects the money while ruining the reputation of the conned eBay member and leaving a large 
number of people without the goods they thought they purchased. 

Stock market manipulation schemes 
These are also called investment schemes online. Criminals use these to try to manipulate 
securities prices on the market, for their personal profit. According to enforcement officials of the 
Securities and Exchange Commission, the 2 main methods used by these criminals are: 

Avoiding Internet investment scams 
The Internet allows individuals or companies to communicate with a large audience without 
spending a lot of time, effort, or money. Anyone can reach tens of thousands of people by building 
an Internet web site, posting a message on an online bulletin board, entering a discussion in a live 
"chat" room, or sending mass e-mails. If you want to invest wisely and steer clear of frauds, you 
must get the facts. The types of investment fraud seen online mirror the frauds perpetrated over the 
phone or through the mail. Consider all offers with skepticism.  
 

 
 

There are many "don't steal my bandwidth" pages on the web. They are often long winded and hard 
for the novice or even the experienced web designer to understand. "Don't Even Think About It" is 
short and to the point. You will know what stealing bandwidth is in the 3 short minutes it takes you to 
read this page that is written without any sugar-coating at all. 
 
What is Stealing Bandwidth? 
 
There are many forms of bandwidth stealing on the web today. However, the bandwidth theft 
focusing on here is image/graphic stealing, and is the bandwidth theft that occurs most. That is 
when you find an image you like and you are: 

 
1.  Too cheap to have server space of your own to use -and/or- 
2.  Too lazy to upload the image to your own server -and/or- 
3.  Uneducated about the crime you are committing -or all of the above-Crime?  
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Yes, it is a crime. The person whose site the image is on that you are linking to for the source of the 
image is paying to display their image on your site.  
 
First of all, the image belongs to them, not you. What right do you have to say; "Oh, wouldn't this 
look great on my site?" and just copy the image URL and use it on your site. You have no right at 
all. It is not your graphic. Even if it is a very common graphic, for example a bullet or an arrow, and 
you have seen it on many sites. The operative word here is "on." Get it? It is on a site.  
 
That site owner is paying one way or another to have that graphic displayed on the web. Perhaps 
they pay a monthly fee. Perhaps, they use a 'free' web service, however, they have limits on the 
amount of bandwidth they are allowed to use. By linking to the graphic, YOU have STOLEN from 
them one way or another. Secondly, if it is an original graphic that the site owner designed them 
self, and you link to the source of the graphic to be displayed on your site, you are not only stealing 
the bandwidth, you are now plagiarizing their work too. 
 
It seems a big culprit these days are the "community" type websites (MSN Groups & Yahoo groups 
are a fine examples). A person can easily set up a little web site lickety-split - and it's even faster 
when you link to the source of the graphics you have seen on the web & like rather than uploading 
them in YOUR space. Not to mention writing to the owner of the graphic and asking their permission 
first. People do this because it is a fast and cheap way to put something up quickly. In doing this, 
you are stealing! 
 
One other area that is festering boil for bandwidth stealing are the Bulletin Boards that offer the 
members an ability to have a cutesy little icon next to their name. People remember that cute little 
picture of a dancing potato they saw on a web site and link to the image source for their member 
icon. Now, the site owner who's dancing potato graphic you are linking to is looking through their 
server logs and see 15,048 hits to this one little graphic. "What the heck," they say in disbelief! Or, 
they get a notice from their 'free' web site host telling them that they have exceeded their allowable 
bandwidth for the month and their site will be shut off OR they have to pay extra money to keep it 
up. 
 
Bottom line, if you want to use a graphic on your site, you must do these things: write to the site 
owner of the graphic that you would like to use on your site. •>ASK<•, repeat ASK them if you can 
use that graphic on your site. If they say yes, then thank them and be certain to thank them in the 
credits of your site. If they say no, swear a bit under your breath but under no circumstances do you 
link to the graphic thinking that "I'm not really using it on my site, since it is not on my server. Leave 
it alone and go find something else instead.  
 
Does this text make you angry or are you grinning ear to ear? If you are feeling angry, you are one 
of those snatch and grab people who take what they want and say the heck with the rules. If you are 
smiling ear to ear, you are a site owner who is glad to see the text you have just read. It is in plain 
English and not sugar coated in any way. PhenomenalWomen.com understands this because so 
many images on this site are linked to and bandwidth stolen daily.  
 
A warning: many site owners can track down and pinpoint exactly where their images are being 
used on other sites. When that happens, you will be in trouble. If you are new to the web, take the 
advice of this page as your first lesson and don't forget it. 
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